Welcome to the Adobe Acrobat Just-in-Time Learning series. In this session we will
cover how to create and use digital signatures.
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You just received a pdf document via email and the sender has asked you to sign and
return the document. Does this mean the sender wants you to print out the document,
sign it with pen and ink and mail it back? Just how do you sign an electronic document?
With a digital signature you can create within Adobe Acrobat.
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So just how do you create a digital signature? It is rather simple, and I've provided a
Test Form with this Just-in-Time session for you to practice. Take a moment and open
that form now. You can pause this lesson while you do this.

Now, with the form open notice there is a signature block at the bottom of the form.
Click in this block to open the Add Digital ID window.
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Add or create a digital ID to sign and encrypt documents. The certificate that comes with
your digital ID is sent to others so that they can verify your signature.

Browse for an existing digital ID file

Configure a roaming ID for use on this computer
© Create a self-signed digital ID for use with Acrobat

Look for newly inserted hardware tokens
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The first window that will open asks you how you want to create your digital ID. There
are a number of ways to do this, but for this exercise let’s use the Create a self-signed
digital ID for use with Acrobat. Click next to continue.
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| Where would you like to store your self-signed digital ID?
© New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKCS#12
format. This common digital ID file format is supported by most security software
applications, including major web browsers. PKCS#12 files have a .pfx or .p12 file
extension.

Windows Certificate Store
Your digital ID will be stored in the Windows Certificate Store where it will also be

available to other Windows applications. The digital ID will be protected by your
Windows login.

(o]

You Sigmanze “Due

This next window asks where you would like to store your digital ID once it is created.
For this exercise we will use the default option New PKCS#12. Click next to continue.
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l Enter your identity information to be used when generating the self-signed certificate. l

Nome (eq.John Smith): [Beth
Organizational Unit: W
Organization Name: W

Email Address: Fm

Country/Region: [ US - UNITED STATES v}

Key Alqorithm: [1024-bit RSA -]

Use diqital ID for: [Digital Signatures and Data Encryption vJ
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This window is where you will fill in the information that will appear in your digital ID’s
certificate. Fill in the top portion, and if you wish, you can leave the bottom half of the
form to default. Click next to continue.
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Enter a file location and password for your new digital ID file. You will need the password
when you use the digital ID to sign or decrypt documents. You should make a note of the
file location so that you can copy this file for backup or other purposes. You can later
change options for this file using the Security Settings dialog.

Eile Name:

Password:

Confirm Password:

< Back Finish
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Finally, you will need to determine where you want to save your ID file and create a
password for it. A password is required. Click Finish.
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This next window is the Sign Document form and it shows how your signature will
appear on the document. Fill in your password and click the Sign button.
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Asselin, Beth

Type: Adobe Acrobat Document
- Fie Size: 218
A Modfied: 11/8/2010 2:41 PM
Computer
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You will be prompted to save the test form, save it to a location you will remember so
you can return it to sender.
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Signature Validation Status [ 2 | o
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Signature is VALID, signed by Beth <basselin@courts.az.gov>.
- The D has not been modified since this si was applied. # » ] =]

- The document is signed by the current user.
Signature Propertics n
| 0 Signature is VALIL by Beth <basselin@counts.azgov>.

Legal Notice... Signature Properties... | ( Close Summary || Document | Signer | Date/Time | Legal

Sianedby: [Beth <basselinGcourts.azgov> Show Certificate...

Additional Information:
Reason: [Not available

Date: [M010/11/7101533:55 0700 Location: [Not available

Validity Summary

& The Document has not been modified since this signature was applied.
& The document is signed by the current user.

1, Signature date/time are from the clock on the signes’s computer

Beth Asselin ———
Your Signature Date

Signature was created using Adobe Acrobat 8.0,

Notice that your signature now appears on the form (1). Clicking you signature opens
the Signature Validation Status (2), this window verifies your signature. To review your
signature information click the (3) Signature Properties button. This will open the (4)
Properties window from which you can review and edit your signature information.
Click either the (5) Validate Signature or Close button to close the form.
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Now that you have your signature created you want to modify it to make it more
polished and professional looking. To do this you will need to go into the preferences
window. First, from within Acrobat click Edit from the toolbar, scroll down to the
bottom of the menu and select the Preferences option.




Advanced Preferences

Security Settings

Load securty settings from a server

Server Settings

URL:

Settings must be signed by:

oK Cancel

This will open the Preferences window. From here scroll down the categories list and
click the Security option. You should now see your your newly created signature in the
Appearance box in the middle of this window. Click on your signature title and then the
Edit button on the right. This will open the Configure Signature Appearance window.
Note that from here you can also create a new signature by clicking the New button on
the right. You may create multiple signatures to use for different purposes.

12




cota s s S ==

Title: [Beth
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From the Configure Signature Appearance window you can decide if you want to
change your signature’s title or leave it as is. Next you can determine if you want a
graphic to appear in the signature block. This image can be anything you wish. For
example, it can be a digital version of your written signature, a picture of you, or your
division’s logo.

To add an image, click the Imported graphic radio button and use the Browse button to
locate your image file. Be certain when you are in the Open window that you have the
image extension selected under the File Type for the type of image you are using (bmp,
jpg, tif etc.). Click Select to add your image and then OK on the Select Image window.
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You can now see how your image looks next to the signature block. Next you want to
configure what information appears on the block. You can choose to show your name,

the current date, location and other information pertaining to your signing a document.

At a minimum you will want to show your name and the date of the signature.

Finally you can set your text properties, selecting either Auto, Left to right, or Right to
left.

Click OK to finish the set up and create your signature. Click OK to close the
Preferences window.
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Now let’s test your edited signature. Using the Test Form document again click the Your
Signature line. This will open the Sign Document window. In the Sign As field you
should see your information. Leave this as is, however note you can refresh the ID list
or create a new ID if you choose.

Next under the Appearance click the down arrow and select your new signature. This
will now appear in the preview window.

You may leave the additional information as it, or you may fill in as you see fit.
Complete your password and click Sign to apply your signature. When prompted save
the document to a location of your choice.
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In this session we learned how to create and use digital signatures. | hope you found
this information useful. See you next time!
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